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00 BABNEHNA O NOKYIMNKe

E 3BOHKM U3 ODaHKOB

HE OAU CEBA OBEMAHYTb!



BHUMAHME

Tene@oOHHbIe

m MOLLULGEHHMKM
Bbl MONYYHYUJIIN CMC?

noJinuunA

NPEQYNPEXOAET! NPOABNANTE
RITP R sautenbHoctel HE OTBEYAUTE!
NPOCbLEBA
BUPYCHAS NMPOCbLBA KAPTA MNEPEYUCIINTD
BbiIPbILL ATAKA O NOMOLL 3ABNIOKUPOBAHA AEHbIM
< N )
osapasnsem! Bol Bam npuwina oTkpbiTKa. Mawma, y mexs bepal! Bawa kapra 3auuncnenxo 200,00 py6
BbiMrpanu asTomobuns. Ons nony4yeHus nponaure CpoOYHO NONOXK Ha 3TOT aabnokuposaHa. Mononus# 6anawxc 3a 0%
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H E OCYLUECTBASMTE NPEAOMJATY MO OFbABAEHUAM € CAMTOB!  (iionvurro. 5 5om porern |

owmnboyno nonoxuna, Bac

COOBLUAWTE KOfIbl BAHKOBCKMX KAPT! o daTpyT SepHT?
NEPEBOAMTE AEHBIN HESHAKOMbIM NULIAM! D> - $

BCEX4MOOO3PUTNENEHBIYCITYUHAGDXE3 BO HUTEEI02



BHUMAHUE, MOLLUEHHUKW!

- COTPYAHUKU BaHKOB

HUMKOrga He cnpawuvBaloT |

no TenedoHy pekBu3uThI i - He coobLanTe Ko
OaHKOBCKUX KapT . KapThbl, MUH-KOA, CPOK

|

. DencTBus KapTbl U

p= nepcoHanbHble AaHHbIe
- He coBepLuanTe HUKakux [l | || BnagenbLua

NeNCTBUN C DAHKOBCKOW b | |
'KapTOM MO yKa3aHUIo Q128 a>o7spditie

“TpeTbux nuy e

BYABTE BAUTEJIbHbI N OCTOPOXHbI!

OBO BCEX ®AKTAX MOLUEHHUYECTBA COOBLLUAUTE MO TEJIE®OHY

(no moGunbHOMy TenedoHny - )




HAUBOJIEE PACMPOCTPAHEHHbBIE CXEMbI

UHTEPHET MOLWEHHUYECTBA

«OHIMAUH NOKYNKW»

Akobbl Npoaasel NpocuT 3a Toeap npegonnary nubo

NONHYK OnnaTy NOKYMNKK, NOCne Yero CBs3b C
MOLLEHHUKOM npekpallaercs

. «Mbl HALLNX BALLUW OOKYMEH

SKk0BbI HALLNKM BaLK YTepsiHHbIE AOKYMEHTbI ¥
NPOCAT BO3HarpaxjeHue 3a ux Bo3spar

. «MPUBA3KA KAPTbI»

MpocaT npues3aTh Bally OAHKOBCKYIO K ,_“
K Kakomy-nubo HoMepy TenedoHa U CHE

«BUPYCHAA ATAKA»

SMS-coobLieHue, cogepxalluee cehinky Ha
Kakon-nmbo MHTEpHEeT pecypc, CoaepXallas
BPEAOHOCHYIO Mporpammy, AaloLLyio A0CTYN
MOLLEHHWKaM K Bawen 6aHKOBCKOW KapTe

«BbIIMNJIATA NMPOLEHTOB»

Ob6eLyaHve 6onbLUMX NPOLIEHTOB NO BKNagaM

noa KOPOTKME CPOKW Ha pasnuyHbIX UHTEPHET
cantax

«MOKYNKA ABUABUJTIETOB»

npoaaxa NunoBbiX asuabuneTos Ha MOLLEHHUYECKUX
cauTax

NMPOCLBA NEPEBECTU KAKYHO-ITIUBO CYMMY OT __
BALLEO 3HAKOMOI'O, AKKAYHT KOTOPOI'O Bbli1 B

' YTOBb!| HE CTATb XXEPTBOU
KUBEPMOWEHHUKOB

MomHuTe! Hu B koeM cryyae He NpuBA3bIBakTE CBOK DaHKOBCKYH KapTy K KaKOMY-nubo TenedoHy
WNK CYETY HW NOA KaKuM Npeanorom!

Monb3yiTech TONLKO NPOBEPEHHbIMM CalTaMM, Ha KOTOPLIX PeLnK COBEpLIMTL Kakue-nubo nokynku!

OnnayuBaiTe TOBap TONLKO Nocne ero nonyyeHus!

BYOALTE BHUMATENbHbI U BAUTENbHbI! I




I BHUMAHWUE
- 8 TENNIEPOHHDbIE
®* MOLULEHHUKWA ®

HE NEPEBOAUTE AEHBIN HA CHET U/IN
HOMEP TENIE®OHA, KOTOPbIW BAM

BALLU BHYK NONANB
BEAQY! CPOYHO HY)XXHbI

nEH br H.'.

Bbl BbIMIPANTH COOBLUAT...
MALLMHY... }
HE COOBLUAWTE HOMEP KAPTbI, EE
3ALMTHBIA KOA (CVV, CVC-KOA ) U KOA U3
BALLA KAPTA CMC..

3AENIOKUPOBAHA...

BAM MOJIOXKEHA

KOMMNEHCALMA...

1782982

-~

HE COOBLUANTE, HE NMEPEBOLGNTE

HOMEP KapThi
CPOK ACHCTEMA

XO4Y KYNATDL ¥ BAC TOBAP
MO OB BABNEHUIO...

NPOCLEA IATbL B3AWMbI
(«OAHOKJIACCHHUKM»,

LAALR AL S

ITPOBEPSIATE, BYQLTE BAHNTENbHbI

NPABUI/IbHOE OBPALLEHMWE C BAHKOBCKMMWA KAPTAMM - 3ANIOI
COXPAHEHMA BALLUX CPEACTB!
HMUKOMY HE COOBLAWTE KOAbl U MAPONM M3 OTNPABJIEHHLIX BAM
BAHKOM CMC!

T CIIEQYFIOLEN XEPTBOM MOXXETE CTATb Bbl



HAMGONEE PACIPOCTPAHEHHDIE
CUTYALIAY TENEDOHHOI0 MOLUEHHWYECTBA
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OCTOPOMHOI
TENEDLOHHBIE
MOWERHNKENI

BamM 3BOHAT AKOObI U3
NONIMKAUHUKU M COOOLWaloT,
4yTto y Bac umnu Bawwux
POACTBEHHMKOB O6HapyXXunu
onacHyw 60ne3Hb U TONbKO
3TO NeKapcTeo (Aanee Hasbl-
BAeTCA KaK MNpaBW/IO OYeHb
AOpOron npenapar, KOToOpbIn
obelarT 4OCTaBUTb Ha A0M)
CMOXeT NoMo4yb Bam.

3anoMHUTE: HacTos-

LMW AOKTOP HUKoOraa

He 6yaer ob6¢cyxaaThb

AWArHo3 n ne4yeHue
no renedony.
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OCTOPORHO!
TENEDGOHHBIE
MOWEHHHKRNI

Ha TenedoH nocryna-
IOT 3BOHKM UM coobuye-
HUSA C HEU3BECTHbIX HOMEe-
poB C Npocbb0o¥ NONOXKUTL
Ha CYéT AeHbrun, 4T1obbl
MOMOYb AETAM UAU NONy-
YUTb AKOObI BbIMIrPaAHHbIN
npus.

He BepbTe, 3TO

NoXb!
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OCTOPORHD!
TENEDPOHHLIE
MOWEHHNRNI

Bam coobwawT O
KPYNMHOM AEHEXHOM WAu
BELEeBOM BbIUrpbIWe Mo
SMS n npeanarakwT
OTNPaBuUTLb SMS™-
coobweHne unm nosso-
HUTb MO YKa3aHHOMY
HOMepy AN Nony4yeHus
npu3a.

\ls

OCTOPOMHO!
TENEDOHHLIE
MOWEHHWEN!

Bam 3BOHAT ¢ coobweHun-
€M, 4YTO Baw 6An3KunM 4yenosek
nonasn B aBapuio, 3a PeLeTKy,
B 60NbHULY WM 3@ HEro Hy>XHO
BHECTU 3an0r, wrpad, B3ATKY.

NMoMHUTE: TEXHUKA
cCerogHsa no3spoJjiser
AaxXxe nogpaenartb rojyioc

YyeJsioBekKa.

bYAbTE BAUTEJIbHbI
U HE NOAOABAUTECDH
HA YJIOBKN MOLLEHHUKOB!
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MOIIEHHUYECTBA B CETH

TEJE®OHHBIE MOIIIEHHUYECTBA KUBEPMOIIEHHUYECTBO
HUHTEPHET
MOIUEHHUYECTBA C UCITIOJIb30BAHUEM BUPYCHOE 3APA’KEHME IIK NJIH CMAPT®OHA- MOMIEHHMYECTBA MPY MOKYIKAX HJIU
CPEJICTB COTOBOM CBSI3U COBEPILIAIOTCS AJIs1 HOJYYEHMS JOCTYIIA K IlAHEBIM MPOJIA’KAX YEPE3 CETb HHTEPHET
B OCHOBHOM, ITYTEM COOBIIEHUS CHCTEM OHJIAIH BAHKMHIA (OHJIAMH MATA3UHBI, COIl. CETH,
I'PA’KIAHAM 3ABEJIOMO JIOJKHOM U IIOXUINEHUS JEHEI C BAILETO CHYETA: PECYPCHI OFbSIBJIEHU).
WH®OPMAIIUH: .- -

MoIIeHHUKH C€031a10T CAUTBI-KJIOHBI TOPrOBBIX IJIOIIA0K
/ ¢ OTJIMYHOM penyTanuei (KonupyoT HHTepderic

Ha Bam cMapT¢oH HIIH KOMIIBIOTEP NOCTyNnaeT OPHIMHAJBHOIO CaliTa), ¢ He0O0IbIIUM OTIHYHEM
coO0OHIEHHE, JTN00 MHCHMO ¢ JII000 HHpOpManueii, B /IOMEHHOM HMEeHH caiita. Bbl oTaaere 1eHbIrH

HY/KHBI IeHBTH, HOCIE Yero NPOCSIT MepeaaTh ix KOTOpas crnocodna Bac 3annTepecoBars, Npu MOLIEHHHKAM, IyMasl YTO NOKYyNaeTe ToBap.
JMYHO WIH KY1a-THG0 NepeBecTH. 9TOM B JAHHOM cogﬁmennu CONEPKHMTCS CCBLIKA,
O 110 KOTOPOIi He00X0AMMO MepeiTH. MomeHHHKH €031a10T COOCTBEHHbIE HHTEPHET-MarasuHebl,
_ @) ( KaK MPaBHJIO ¢ TOBAPAMM MO LieHe CYLIeCTBEHHO
HOCTyI;:lﬁET 363{"{0 Lk CI:;IC 9r ﬁl;“'ﬁl’" 6 Bbl camu yeTaHaB/IMBaeTe Ha ¢BOM cMapT(oH HHKe CPeTHEPLIHOYHOM, JIH0O0 ¢ 00JLIIHMH CKUAKAMH.
YA DS D F ACHOCTH DM, N HJIM KOMIIBIOTEP HEJIMIEH3HOHHOEe IPOrpaMMHoe O

0 0JIOKHPOBKE KapT, apecTe c4€TOB;, He3aKOHHOM

e/ e / obecneyenue. [Ipu 310M He oOpaiaeTre BHUMaHue,
CHMCAHHH CPEACTB ¢ Bamgl/ apThL M T.I., MOCJIE Yero

YTO NMpeAoCTABJIsIeTe ITOM NPporpaMmme A0CTYN K CeTH
uHTepHeT, ornpaske CMC u T.1.

Bbl pa3meniaere B ceTH HHTEPHET 00bsIBJICHHE O NIPOIaXKe
NPOCSAT COOOIUNTE MM PEKBH3HTHI KAPTHI U BALIH KaKoro-jinoo Topapa. Bam 3BOHMT MOIIEHHUK H €000111a€eT
/ nepcoHalibHbIe JAHHbIE. 0 CBOEM HaMepeHHH KYNHUTH Ball TOBAap, IPH 3TOM
// A% © 4 O MPOCHT COOOIIUTH JAHHbIE Balllell 0aHKOBCKOM

7 5 KapThl JUIsl IePeB0/Ia HA Hee JIEHEKHBIX CPe/ICTB.
Bo1 nostydaere CMC wiiu 3BOHSIIIMIA cam co001IaeT, BbI TepsieTe cBOi MOOU/ILHBIN TeJiedoH £ E -
_-4TO BBI CTAJIH 00Ja1aTeIeM NPH32 HIH MO0eAuTeIeM ¢ MOAKJIKYEHHO# yeayroi « MoOHuIbHBIN GaHK».
©_KOHKYpca, 1ajiee cjeayer npoch0a nepevyucjiuTb emy

" AeHLTH NOA 6:1arOBHAHKIM MPELIOroM, KaK FapaHTHIO YTOAEJTATH, YTOBbI'YSEREYL CBOU IEHBEU
TOro, YT0 Harpaja nonajaer HMeHHO K Bam. '

HTOUIETATE, HTOBbIEYBEREUbICBOUTTEHBEN IlposepbTe NpaBuILHO i Bbl HaNUCAIH 10MEHHOE UMS

caiita. 3aiiiuTe B pas3jae cairta, r1e pasMeleHbl
KOHTAKTHbIE IaHHbIe caiiTa. Eciin yka3aH Juinb ajpec
9JIeKTPOHHOMH MOYTHI WM Telle(OH, BO3IePAKUTECH

ot nokynku. [IpoBepbTe 1aTy perncTpanuu caiira,
- yHCsIe OT HMEHH GaHKa : =
B GoabHUIY, B OPraHb! BHYTPEHHHX 1€ ecJIM npojiaBell paboTaeT HeaBHO, Jyylle HAlTH

He nepexoaure 1o ccbljIkaM ¥ He YCTaHABJIMBaliTe
npuJiokeHust/odHoBJeHusi, npumeamue no CMC,
IMo3BoHNTE CBOEMY OJIH3KOMY HeJI0BEKY, MMC, 2/1eKTPOHHOIi MOYTe, MecCeHKepaM, B TOM

YTONENATH Y TOBbIY5EPEYL CBOU IEHBIN

U npoBepbTe HHpOPMAIHIO B cayuae morepu mo6uibHoOro Tesedona aJIbTePHATHUBY.

€ NOAKJIIOUEHHOH Yeayroi « MoOuabHbIH DaHK»,

cJIe/lyeT CPOYHO 00pPAaTHTCH B KOHTAKTHBIH LEHTP Hukomy He coodiaiiTe 1annbie cBoeii
0aHKa 115 0JIOKHPOBKH YCJIYTH. 0aHKOBCKOH KapThl.

Huxorna He nepeaBaiite U He MePeBOUTE AeHbIH
HE3HAKOMBIM JIIJISIM



OCTOPOXHO
MOLLEHHMUKM!

HE O0AMN CEBA OBEMAHYTD!

ByabTe 6AnUTEeNbHbI NPU COBEPLUEHUU AEUCTBUMN C 6aHKOBCKUM
KapTaMu u cobnioganTe afieMeHTapHble npasuiia 6e3onacHocTy,
UTO6bl HE CTaTb XXePTBOU MOLUEHHUYECKUX AeNCTBUM.

BIOKUPOBKA BAHKO BCKOU KAPTbI

3BOHOK O HECHACTHOM CJ1YHYAE

BaM Mo3BOHUUN OT MUMEHMU
6IM3KOro YyenoBeka, coobLwmnm

BaM nocTynua 3BOHOK (coobLuieHume)
0 61oKMnpoBKe BAHKOBCKOM KapThl

NN NOOO3pPUTENIbHbIX onepaLumax

c peHbramum - ato MOLLEHHMUK.
[1peKpaTuTe pPa3roBop M NO3BOHUTE
Ha ropa4ytro NMHUK GaHka.

O HEeCYacCTHOM crny4ae
N TPebyoT OeHbIv —
>T0o MOLUEHHMUK.
MpeKkpaTUTe pPasroBop

N NO3BOHUTE
ONN3KOMY YeNTOBEKY.

, N

OBbSIBNIEHUE O NMPOOAXKE COOBLIEHUE B COLIMATTBHOM CETU

Baw gpyr (pooctBeHHUK) NULIET
BaM B couUanbHOU ceTu

C NPOocbbOU CPOYHO NnepeBecTu
B OONI OeHbIrv Um coobLwmnTb
O0aHHble Bawewn KapTbl, 4TOObI
nepeuncnuTb nx Bam, ckopee
Bcero - ato MOLLEHHUK. '

Mo BaweMy o6baBneHuo 0 npogaxke
TOoBapa B UHTepHeTe BaM No3BOHUN
NnoKynaTesnb U MNOMPOCKU CoobLnTb
PEKBU3UTblI DAHKOBCKOW KapThbl

N CMC-Ko[l, YTOObl NepeBecTu
neHbru - asto MOLWEHHUK.
[MpeKpaTnTe pasroBop
N HN B KOeM cliyyae

He coobuwaiiTe Homep

6aHKOBCKOM KapTbl U ee Kog, |

.o B

cellecsrec




MoweHHUKu-npoaasLbl
NPOCAT NepevyucnunTb
[EeHbru 3a ToBap,
KOTOpPbIA BNOCJNIEACTBUN
XKEepTBa He nosy4aer.

ObbABJIEHUE 0 NOKYNKE

MoLueHHUKU-noKynarenu
CNpawnBaOT PeKBU3UTDI
0aHKOBCKOMW KapTbl U
(vnu) cme-Kop AKo6bI Ana
nepe4yucneHus AeHer 3a
TOBap, nocne 4ero
NOXWLLAOT AEHbIN C
0aHKOBCKOro cuera.

COOBLYEHUS
OT APY3EN

MolueHHMK NoNb3yerca YyXXoiu cTpa-
HUYKOM B couuanbHoi cetu B UHTep-
HeTe, U NoA BMAOM Apyra (POACTBEH-
HMKA) NPOCUT NEpeuYncnunuTb emy
AEHbry WK co00WUTL AaHHbIE Ba-
e KapTbl AK06bI Ana nepeyuncne-
Hua Bam pgeHer noa pasnuvyHbIMU
npeanoramu.

HE [JAWUTE CEGSl OBMAHYTD!

(komMneHcauuu 3a noTepsHHbIA BKNag)

OCTOPOXHO:

TENE®OHHbIE MOLEHHUKI
3BOHOK O HECHAGTHOM GINYYHAE

MolueHHNUKW 3BOHAT XEpTBe 0T Niula
Onu3Koro 4enoBeka wnu OT NpeacTaBuTe-
na BNactu U BbIMaHMBAKOT AAEHbIU.

Mama, s nonan
B aBapuio!

BJIOKUPOBKA BAHKOBCKOMN KAPTbI

Coo6uieHue 0 650KUpoBaHUM 6AHKOBCKOIA
KapTbl C HOMEPOM, N0 KOTOPOMY HYXHO
No3BOHUTL. L{enb — y3HaTh NUYHLIA Kof
0aHKOBCKOW KapThbl.

NOJIVHEHUE BbIUTPbILLA

MolueHHUKM COo06LLAI0T 0 BbIUrpbILLe
npu3a, BO3MOXXHOCTHA NOJNTYy4eHWUA KOMNEH-
cauuu 3a noTepsHHbIA BKNaa B «(iuHaH-
COBYH0 nupamuay>» u 1.n. XXepTee MOXXHO
3abparb ero, 3annaTMe HanNoOr Wnu nnary
IKOObI «32 COXPAHHOCTb JEHEer».

BUPYC B TENIE®OHE

MoweHHUKKU 3anycKaroT BUpYC B Tene-
thoH, npeanaras NPOMTA NO «3apaXKeHHOW
CCbisIKe>» (B TOM 4YuUCNe W OT UMEeHU
apy3sen). G nomoLybio BUpYCa Nony4aror
AO0CTYN K 6aHKOBCKOW Kapre, NpUBA3aH-
HOW K TenethoHy. YcTaHOBUTE AHTUBUPYC
U He NPOoXoAuTe N0 COMHUTENbHbIM
CCbINIKaM.




YnpaBneHune MB[L

Poccuu nor. PoctoBy-Ha-[loHYy npeaynpexanaer:

OCTOPOXHO! MOLLEHRIKHI!

M COOOIIAIOT 0 “IOAO3PUTENbHBIX” oNepanuax ¢ Bamen
6aHKOBCKOM KapTOMU.

Hanbonee 4acTo 3BOHKM MoLueHHUK MOXeT Ha3BaTk ceds
NOCTYNaKT ¢ HOMePOB COTPYAHUKOM NH0O0ro 3BecTHOro ODaHka
8 P, 800 P 2k 2k 2k 2k 2k oK CBEPBANK ﬂpom%wﬁaux bAHK@KtAP BOCI‘I‘IO‘IHbIH

SKCNPECC BAHK

8 — 495 KK KK KKK - -©-F[nncl\pelml aHK
@  Sunicredit Bank ..

@m??omou R ,; - oMK peamT Bar BHHK MﬂGKBbl

®

& Ceasbbank  ACKE-BAHK [N[o) HOMOC POCBAHK

Ecnu Bam noCTYynus I10p,06HbIVI 3BOHOK

11! CotpyaHuK 6aHka He 6yaeT 3BOHUTL C MOOUAIBHOrO HOMepa, NPOCUTb CoobLLUTL eMy
HOMeEep KapTbl, Naponb U KoA, He nepeseaéer Bac Ha "pobora”!

Il He coobuwanTte Homepa 6aHKOBCKUX KapT, Koabl 6€30NacHOCTU U CMC NAPOU HU Komy!

!l He nepexoauTe NO UHTEpPHET-CCbIIKaM U He BBoauTe 6aHKOBCKME AaHHble!

!l He ckaunBanTe Heu3BeCTHbIe Nporpammbl Ha TenedoH, KoMnNbloTep U He coobujanTte
naeHTUPMKayumMoHHble Homepa Bawmnx yctpouncrs!

8 - 499 o o S e e Sk ke

Coo0Lyas gaHHY UHGOpMaLNIo,

Bbl npegocTaBnsieTe MOWEHHUKaM AOCTYN K CBOEMY CYETY,
4YTO BefeT K cnucaHuto y Bac aeHeXHbIX CpeacTs.
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